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I
n June 2012, I had the opportunity to 
attend the IEEE Standards Associa-
tion (SA) board meeting series in 
Beijing. Prior to the meeting, the 

IEEE SA held a forum for the famed 
Internet of Things (IoT), a new term for 
an old concept, that also intersected 
with cloud computing. Both topics are 
fresh in the minds of the average entre-
preneur. But what are IoT and cloud 
computing really?

IoT is a new marketing phrase for an 
old concept known as embedded com-
puting. As consumer devices continue 
to develop into mobile products for the 
extension of our social and familial 
interactions, the need arises for these 
products to connect to the nearly unlim-
ited resources of the World Wide Web. 
The mobile product by its very defini-
tion is an independent device with a 
power source such as a battery, a micro-
controller unit (MCU), a display unit, 
and an Internet connectivity device, 
such as the radio-like 802.11abgn or 
802.15.4, also known as “ZigBee.” 
Figures 1–4 show two examples of stan-
dard configurations.

As noted in Figures 1 and 2, the 
Wireless Internet Connectivity for 
Embedded Devices (WICED) module 
supports 802.11a/b/g and a single-input 
single-output 802.11n dual-band 2.4- 
and 5-GHz radio. The WICED module 
also supports a transmission control 
protocol (TCP)/IP network stack (IPv4/
IPv6) with small-office home-office 

and enterprise Wi-Fi security. The 
WICED module supports the redefined 
Wi-Fi ad hoc mode called Wi-Fi Direct.

Figure 3 shows an example of the 
multiple varied blocks inside a standard 
MCU. Figure 4 shows the same MCU 
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Figure 1. Broadcom WICED module (courtesy of Broadcom, Inc., Irvine, California).
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configured as a low-profile USB 
dongle-like subassembly. The generic 
features of Figure 4 include: 

 ▼  a low-power and compact system-
on-a-chip (SoC) solution ideal for 
ZigBee Smart Energy 1.x end points

 ▼  a 32-MHz single-cycle low-power 
MCU

 ▼  400-m line-of-sight range out of 
the box

 ▼  an AES-128 security module and 
software support for Certicom ECC 
in a SEP 1.x, 12-b analog-to-digital 
converter (ADC) for sensor reading

 ▼  a 1 A-n  power mode with a real-time 
clock for long battery life end nodes

 ▼  a USB 2.0 full-speed device on the 
Texas Instruments CC2531.
Both of these examples are com-

monly used in mobile video systems, 
vehicle security, navigation systems, 
in-vehicle gaming systems, mobile 
gaming systems, and social networking 
systems. IoT extends beyond traditional 
embedded computer applications to 
“white goods,” washing machines, 
refrigerators, cooking appliances, and 
cleaning systems as well as home 
infrastructure such as lighting systems, 
irrigation control, pest control, and Figure 3. An example of internal MCU blocks (courtesy of Microchip Technology, Inc., 

Chandler, Arizona).
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Figure 4. Texas Instruments, Inc., Dallas.
Figure 5. The cloud (courtesy of http://www.cloud-computing-network.com/category/
cloud-computing/).
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The conservative estimates 
of over 50 billion IoT 
devices in the world by 
2020 will surely be 
exceeded with the rapid 
growth and the need to 
consume innovative 
content generated by 
varying sources.
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Figure 7. Connected vehicle to the ITS cloud.
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Figure 6. Microsoft Azure (courtesy of Microsoft, Redmond, Washington).

Windows Azure is an open and flexible cloud 
platform that enables you to quickly build, 
deploy and manage applications across a global 
network of Microsoft-managed datacenters. 

Build applications using any language, tool or 
framework. You can integrate your public cloud 
applications with your existing IT environment.

GLOBAL

With 8 data centers worldwide, and a 
worldwide Content Delivery Network, 
you can build applications that
provide the best experience even to 
the most remote places.

ALWAYS ON

Windows Azure supports a 
deployment model that enables you to 
upgrade your application without 
downtime.

SELF HEALING

Windows Azure provides automatic OS 
and service patching, built in network 
load balancing and resiliency to 
hardware failure. Windows Azure 
delivers a 99.95% monthly SLA.

SELF-SERVICE

It is a fully automated self-service 
platform that allows you to provision 
resources within minutes.

ELASTIC RESOURCES

Quickly scale your resources based on 
your needs. You only pay for the 
resources your application uses.

ENTERPRISE READY

Backed by industry certifications for 
security and compliance, from ISO 
27001, SSAE 16, HIPAA BAA and E.U. 
Model Clauses.

ANY LANGUAGE
Windows Azure allows you to use any 
language, framework or code editor to 
build applications, including .NET, PHP, 
Java, Node.js, Python and Ruby. Client 
libraries are available on GitHub.

OPEN PROTOCOLS

Windows Azure features and services 
are exposed using open REST 
protocols.

CONNECTED
Use the Windows Azure robust 
messaging capabilities to deliver 
hybrid solutions that run across the 
cloud and on-premises. Expand your 
data center into the cloud with Virtual 
Networking.

RICH APPLICATION SERVICES

Windows Azure provides a rich set of 
applications services, including SDKs, 
caching, messaging and identity.

DATA

You can store data using relational 
databases, NoSQL and unstructured 
blob storage. You can use Hadoop and 
business intelligence services to mine 
data for insights.
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Mobile Services is a turnkey backend solution running on Windows Azure servers that offers 
functions such as saving data, querying, managing identity and pushing notifications to 
phone. Additionally, you can run scripts on the server to execute custom logic when doing 
CRUD operations.

Virtual Machines can run both Windows and Linux operating systems. Create VMs from 
Virtual Hard Disk images stored as blobs. Create VHDs locally and upload them, choose from 
a stock gallery or modify a running VM and save the image to your personal gallery.

Cloud Services consist of Internet facing Web roles and Worker roles that run background tasks. 
Web roles can offload computing jobs to Worker roles and can distribute work via queues to 
scalable pools of Worker roles. All roles can access data stores or other services.

Media Services provide a selection of services for encoding and protecting streaming media 
such as videos and music. Drop off your high-resolution source content and convert it to 
multiple bit rates for playback on a variety of devices. Stream to HD, DVD and phones. 

With Web Sites, you can share space in a VM or reserve an entire machine for your web site. 
You can create sites with both SQL Database and MySQL databases, as well as deploy 
popular open source software from a gallery. You can use the slider on the Windows Azure 
portal to scale out to more instances.
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WEB SITES

With Web Sites, you can get started with web apps for 
free. Then scale as you go:  
• Build in any tool (VS, text editors) or language 

(ASP.NET, PHP, Python, Node.js)
• Launch a web app from a gallery in 5 minutes or less
• Deploy with TFS, GIT, FTP, or WebDeploy
• Choose SQL Database or MySQL
• Scale instantly in shared or reserved modes 
• Use affordable custom domain names

MOBILE SERVICES

With Mobile Services, you can use Windows Azure to 
support many backend capabilities:
• Native client libraries for mobile device platforms, 

including Windows Store, Windows Phone 8 and iOS
• User authentication with identity providers including 

Facebook, Twitter, Google, and Microsoft Account
• Pushing notifications to mobile apps
• REST-based APIs for data access and authentication
•  Monitoring and data visualization showing usage of 

your Mobile Service

COMPUTE

VIRTUAL MACHINES

With Virtual Machines, you get full control over a server 
in the cloud, and maintain it as your business requires: 
• Bring customized Windows Server or Linux images or 

select from a gallery
• Migrate applications without changing existing code, 

work seamlessly to migrate SharePoint, SQL Server or 
Active Directory to cloud

• Persistently store OS and application data 
• Remotely connect to take control of your virtual 

machines with full admin access

CLOUD SERVICES

With Cloud Services, you can quickly deploy and 
manage multi-tier applications where Windows Azure 
handles the details: provisioning, load balancing, health 
monitoring for continuous availability:  
• Use a dedicated IIS web server for hosting front-end 

web applications with Web Role
• Run asynchronous, long-running or perpetual tasks 

independent of user interaction with Worker Role
• Build for scenarios such as complex application 

installations and supporting scale-out cloud patterns 
with VM Role

SQL REPORTING

Windows Azure SQL Reporting allows you to build 
reporting capabilities into Windows Azure applications. 
Reports can render on the desktop and remove the 
need to maintain your own reporting infrastructure:
• Create reports with tables, charts, maps, and gauges
• Deploy the same report layouts on both private and 

public clouds
• Use Report Designer or Report Builder to build 

reports when SQL Database is your data source

SQL DATA SYNC

SQL Data Sync enables creating and scheduling regular 
synchronizations between Windows Azure SQL 
Database and either SQL Server or other instances of 
SQL Database: 
• Synchronize data on a preset schedule or on demand
• Manage synchronization with an intuitive web UI 

instead of writing code
• Synchronize between on-premises and cloud data 

sets, and across geographically dispersed databases

DATA SERVICES

HDINSIGHT

Based on Apache Hadoop, HDInsight simplifies working 
with big data through integration with tools like 
Microsoft Office and System Center: 
• Fast reading and processing of large structured or 

unstructured data stores 
• Create Hadoop based clusters on-demand
• Integrate with SQL Database, Reporting Services, 

PowerPivot, Excel, and Windows Azure Storage
• Use Pig, Hive and other ecosystem tools
• Get started with basic visualizations like bar and pie 

charts quickly

SQL DATABASE

For applications that need a full featured relational 
database-as-a-service, SQL Database offers a high-level 
of interoperability, enabling you to build using many of 
the major development frameworks:  
• Only pay for what you use
• Use existing relational database design and program-

ming skills to build enterprise class applications
• Replicate multiple redundant copies of your data to 

multiple physical servers for high availability
• Simplify the process of migrating existing 

on-premises databases to cloud with Import/Export

STORAGE

Storage services provide multiple options for securely 
managing data and are accessible via REST APIs:  
• Data is replicated at least three times in the same data 

center across physically separate fault domains, and 
also geo-replicated to another data center 

• Use blobs to store up to 100 terabytes per account of 
unstructured text or binary data (video, audio and 
images) 

• Use the NoSQL capabilities in tables for storing up to 
100 terabytes per account of unstructured data

• Use queues to build reliable, persistent messaging 
between application tiers

STORE

STORE

Windows Azure Store provides quick discoverability, 
seamless access and easy management for application 
services and data sets for developers, right from the 
Windows Azure management portal:
• Browse the catalog from within Windows Azure 

management portal and purchase directly from the 
portal

• Easily discover the services you need to enhance and 
extend the application you’re building

• Integrate into your Windows Azure development 
workflow 

TRAFFIC MANAGER

Traffic Manager load-balances incoming traffic across 
multiple services running in the same or different 
datacenters. Customers configure policies which are 
applied to DNS queries on their domain name(s):
• Manage traffic to ensure high performance, 

availability and resiliency
• Choose from different routing methods such as 

performance, failover and round-robin
• Provide automatic failover capabilities when a service 

goes down

VIRTUAL NETWORK

Windows Azure Virtual Network enables you to 
provision and manage virtual private networks (VPNs) in 
Windows Azure and to securely link these with 
on-premises IT infrastructure: 
• Build traditional ‘site-to-site’  VPNs to securely scale 

your datacenter capacity using IPsec protocol
• Connect to your role instances and virtual machines 

by hostname
• Control your network topology by configuring DNS 

settings and IP address ranges for virtual machines

CONNECT

Windows Azure Connect provides an agent-based, 
machine-to-machine connection between Windows 
Azure services and on-premises resources such as 
database servers and domain controllers: 
• Build distributed applications hosted in a hybrid 

environment, maintaining secure connections with 
on-premises infrastructure without custom code

• Remotely debug your applications through a direct 
connection between your local development machine 
and applications hosted in Windows Azure, using the 
same tools you use on-premises

NETWORKING

CONTENT DELIVERY NETWORK (CDN)

Windows Azure CDN improves performance of 
applications by caching content at locations closest to 
your customers so you can provide the best experience 
for your application: 
• Provide better performance for users far from a 

content source who are using applications requiring 
many Internet trips to load content

• Take advantage of distributed scale to manage traffic 
peaks, for example, a product launch

• Enable in Windows Azure management portal just 
with one click

SERVICE BUS

Service Bus messaging enables loosely coupled 
communication between applications in the cloud or 
on-premises for improved scale and resiliency. 
It provides functions for widespread communications, 
large event distribution, naming, and service publishing:
• Queues guarantee first in, first out delivery of 

messages 
• Topics can be subscribed to, allowing receivers to 

select specific messages to read
• The brokered messaging model enables message 

transmission even if senders and receivers are not 
online at the same time

ACCESS CONTROL SERVICE (ACS)

Windows Azure Active Directory Access Control 
provides you with centralized authentication and 
authorization for applications in Windows Azure using 
either consumer identity providers or on-premises 
Windows Server Active Directory:
• Move complex authentication logic out of your code
• Orchestrate authentication and authorization of users
• Integrate with consumer identity providers like 

Windows Live ID, Google, Yahoo, and Facebook

APP SERVICES

MEDIA SERVICES

With Media Services, you can build workflows for the 
creation, management, and distribution of media in 
Windows Azure – quickly and easily:
• Create, manage and distribute content to many 

devices and platforms (Xbox, Windows, MacOS, iOS, 
Android) using pre-built first- and third-party 
technologies

• Easily integrate with tools and processes you already 
use through REST APIs

• Store only a single set of source files securely, and 
dynamically deliver to multiple formats without 
intermediate files

CACHING

Caching helps applications scale and be more 
responsive  under load by keeping data closer to 
application logic: 
• Choose between a managed, multi-tenant shared 

cache or one that uses existing or dedicated 
web/worker roles

• Easily scale by changing virtual machine size or the 
number of running instances of your roles

• Decrease latency and increase throughput
• Enable existing Memcached applications through 

Memcached protocol 
• Create caches larger than 100 GB

WINDOWS AZURE ACTIVE DIRECTORY

Windows Azure Active Directory is a modern, 
REST-based service that provides identity management 
and access control capabilities for cloud applications:
• Extend on-premises Active Directory to Windows 

Azure and other cloud services
• Manage access to applications based on centralized 

policy for logon processes, authentication and 
federation services

• Use consistent single sign-on and digital rights 
management technology when you subscribe to 
other Microsoft cloud services, such as Office 365

Like it?  Get it. 
http://gettag.mobi

© 2012 Microsoft Corporation. All rights reserved.          Created by the Windows Azure Team          Email: AzurePoster@microsoft.com
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home security systems. The conserva-
tive estimates of over 50 billion IoT 
devices in the world by 2020 will surely 
be exceeded with the rapid growth and 
the need to consume innovative content 
generated by varying sources.

Cloud computing is another new term 
for a relatively old technical solution. In 
the early 1960s and 1970s, IBM and 
Fairchild both utilized mainframe com-
puters to process multivaried programs. 
Getting “time” on the mainframe could 

be an arduous waiting game for scientists 
and engineers, with programmers encod-
ing punch cards and placing them in 
batches to be processed later. IBM decid-
ed that it would save time and resources 
by enabling employees to access the 
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‡ Car Audio

The term car audio
is included in in-car 
entertainment
(ICE), but ICE can
also refer to video,
games, or the GPS
automotive
navigation system.
Car audio refers to
devices such as
radio/CD head
units, speakers,
subwoofers and
their enclosures,
and amplifiers. 

‡ Gaming Consoles

Gaming consoles can
be a popular source of
entertainment when
installed in a car.
In addition to playing
games, modern
consoles can play other
media such as
DVDs and audio CDs.
The main problem to
overcome is power,
since consoles are
designed to operate
from mains power. This
can be achieved using
an inverter or, in some
cases, a dc-dc power
supply.

‡ Carputers

Carputers are specially
adapted computers
designed to operate in
a car environment.
Carputers can provide
many functions, such
as video and audio
playback, games, and
Internet connectivity.
In 2013, every new car
built in Europe will be
equipped with Internet
connectivity, says a
study from market
researcher Invensity.

‡ Infotainment

Infotainment is
“information-
based media
content or
programming
that also includes
entertainment
content in an
effort to enhance
popularity
with audiences
and consumers.” 

‡ ICE

ICE is a collection of
hardware devices 
installed into automobiles,
or other forms of
transportation, to provide
audio and/or audio/visual
entertainment as well as
automotive navigation
systems (SatNav). This
includes playing
media such as CDs, DVDs,
Freeview/TV, USB, and/or
other optional surround
sound or DSP systems.
Also increasingly common
in ICE installs is the
incorporation of video
game consoles into the 
vehicle.

Figure 8. Infotainment IoT.
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mainframe from their homes or from 
remote locations. These dummy termi-
nals consisted of a modem, a display ter-
minal, and a keyboard with an MCU. 
Using these dummy terminals, an 
employee could contact the mainframe, 
load a program, and run it remotely from 
anywhere on the planet that had a phone 
line. During the mid 1980s, a shift 
occurred to move the computing or pro-
cessing power away from costly main-
frames to PCs. This has been the 
mainstay for the past 30 years. Thus, the 
dumb terminal was dead until now.

As we reach the physical limitation of 
the processing speed of CPUs, we are 
moving toward multiprocessing operat-
ing systems. The concept of networked 
or shared processing power again is not a 
new idea, but it is gaining traction as 
companies and individuals struggle to 
increase their usable processing power 
without using their retirement savings to 
purchase new hardware every three 
years. Companies likewise are moving to 
PCs that are lightweight, slim, and less 
expensive to manufacture, attracting con-
sumers with their sleak design and exotic 
product features. Companies have come 
to realize that the main storage unit of 
the Ultra Net Book can be small but fast 
like a solid-state drive and the processor 
can be moderate, but the Internet connec-
tion must be fast. The new Ultra Net 
Book concept offloads the main process-
ing of complex programs like games, 
simulation tools, and video processing to 
networked processing power, i.e., the 
cloud (Figure 5). Uploading locally gen-
erated content from the Ultra Net Book 
to the massively networked storage capa-
bility of the cloud on a recurring basis 
frees up the Ultra Net Book to retain its 
slim/sleek size while retaining access to 
user-generated and purchased content.

With the resurgence of the concept of 
cloud computing in the public mindscape 
and on the technology advancement 
checklist of modern developers, Micro-
soft has joined the fray with its Azure 
cloud platform. Microsoft’s Azure plat-
form enables developers to create cloud-
based programs for the netbook and 
mobile product classifications. The post-
er provided by Microsoft illustrates some 
of these aspects (Figure 6).

IoT and cloud computing are moving 
to all aspects of our lives. I again found 
myself in Beijing in December 2012 
attending the connected vehicle confer-
ence (See www.icceve.org for more 
information.), where most of the speakers 
and attendees were discussing the con-
nected vehicle and the connections to the 
intelligent transportation system (ITS), 
which oddly uses IoT devices in the vehi-
cle to connect to the cloud, although the 
cloud is called ITS (Figure 7).

ITS encompasses the virtualization 
of IoT devices along the road/rail side, 
with a multitude of sensor arrays with 
a communications backhaul to the 
immense processing power of the 

cloud. ITS consists of the following 
aspects as noted by www.itsa.org:

 ▼  vehicle and highway infrastructure-
based sensors: “camera-based ‘com-
puter vision,’ radar, light detection, 
and ranging (LIDAR), and ultrasonic 
sensors have been employed to sup-
port advanced driver-assistance sys-
tems in vehicles and advanced traffic 
management systems on highways”

 ▼  4G wireless (LTE/802.11ac): vehicle 
and highway gateways to the cloud

 ▼  dedicated short-range communica-
tions/wireless access for vehicular 
environments

 ▼  vehicle electrification and sustain-
able transportation and energy

 ▼  cyber security and risk management 
in transportation

 ▼  driver assistance and autonomous 
driving.
As shown in Figure 8, the various 

interconnected infotainment systems 
are actually IoT devices that are con-
nected to each other and to the cloud 
for content.

As with all IoT devices and the auto-
motive vehicles that have them, the 

need for extensive user or repair manu-
als becomes paramount. But, in our cur-
rent technological climate of continued 
advances in the cloud and the offload-
ing of information from the local to the 
cloud, it seems disingenuous to have a 
trunkload of paper repair manuals in 
case one of the multitudes of IoT devic-
es was to fail or require maintenance. I 
suppose some entities would suggest 
that you just replace the IoT with an 
upgraded version as, with the advent of 
the cloud, IoT will be constantly 
upgrading itself; thus, the need for an 
extensible user manual will persist. 

The IEEE Consumer Electronics 
Society Standards Committee in con-
junction with the IEEE Computer Soci-
ety/Environmental Assessment of 
Standards Committee has formed the 
P1874 “Standard for Documentation 
Schema for Repair of Electronic 
Devices” working group, called the 
oManual working group (Figure 9). 
(See www.omanual.org for more infor-
mation.) This standard allows “fixers” to 
create documents to share multitextual 
and graphics-rich content for the repair 
and extended life of electronic products. 
If you are interested in reducing the 
world’s waste and working toward a bet-
ter tomorrow, contact me, the P1874 
chair, at xillia@ieee.org to start work on 
the next line of IEEE standards to 
enhance humanity through direct action. 
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Figure 9. oManual logo.

As we reach the physical 
limitation of the 
processing speed of CPUs, 
we are moving toward 
multiprocessing operating 
systems.


